Traditional Network Setup
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Network Routing Concept

Wireguard Allowed IP
10.10.120.0/24

Route Back to Client 192.168.1.0/24

Subnet Mask: 64.254.15.0/24
Via WAN

oute to App Server
Mask: 64.254.15.0/24
Via WAN

LAN Printer
IP: 192.168.1.13

Internet App Server
IP: 64.254.15.250

LAN Router
IP: 192.168.1.1
Network: 192.168.1.0/24
WAN IP: 188.12.5.180
STATIC ROUTE
1 0.120.0/24 Via

Wireguard Server

LAN Network IP: 192.168.1.12
WireGuard Subnet: 10.10.120.0/24
WireGuard IP: 10.10.120.1
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Road warrior Laptop
LAN IP: 10.10.110.11

LAN Network IP: 192.168.1.10
Wireguard IP: 10.10.120.3

Routing Table:
192.168.1.0/24 -> ethO -> GW 10.10.110.1

]
10.10.120.0/24 -> ethO -> GW 10.10.120.1 \
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Sample Route

Client Routing Table _
TPv4 Route Table Route to everything else

Active Routes:
MNetwork Destination Netmask Gateway Interface Metric
6.6.6.08 .8.8. le.1e.116.1 le.1e.116.18
le.1e.116.6 z 7 255+€ Om=-1ink T16.16.119. 2 LAN ROUte
le.1e.11a.18 : on-link le.16.116.
le.1e.118.255 : ‘ on-link le.16.116.
le.16.126.6 . on-link 16 1617
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Wireguard Server Config

[Interface]

Address = 10.10.120.1

ListenPort = 51823

PrivateKey = PRIVATE_KEY

# Packet Forwarding

PreUp = sysctl -w net.ipv4.ip_forward=1
[Peer]

# Road Warrior

PublicKkey = PUBLIC_KEY

AllowedIPs = 10.10.120.3/32

WireGuard Client

[Interface]

PrivateKey = PRIVATE_KEY
Address = 10.10.120.3/24
DNS =192.168.1.1

MTU = 1420

[Peer]

Publickey = PUBLIC_KEY

AllowedIPs = 192.168.1.0/24, 10.10.120.0/24
Endpoint = server_IP:Port
PersistentKeepalive = 15
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